1. What is malware? Name any two types of malware.
Malware is harmful software designed to damage or disturb a computer system.
Two types of malware are virus and worm.
2. What is a computer virus? How does it spread?
A computer virus is a harmful program that attaches itself to files.
It spreads through infected files, pen drives, email attachments, or downloads.
3. What is a worm? Mention one way it is different from a virus.
A worm is a type of malware that spreads by itself through networks.
Difference: A virus needs a host file, but a worm does not need any file to spread.
4. What is a Trojan horse in computers? Why is it dangerous?
A Trojan horse looks like a useful program but is actually harmful.
It is dangerous because it can steal data or allow hackers to access the computer.
5. What is ransomware? What does it demand from the user?
Ransomware is malware that locks files or the computer system.
It demands money (ransom) from the user to unlock the data.
6. Write any two types of computer viruses with examples.
Boot sector virus – Infects the boot area of a computer (example: Brain virus)
File virus – Infects program files (example: Jerusalem virus)
7. What is spyware? What kind of information does it collect?
Spyware is malware that secretly watches user activities.
It collects information like passwords, browsing history, and personal data.
8. What is antivirus software? Write any one function of it.
Antivirus software protects a computer from malware.
One function is detecting and removing viruses.
9. How does ransomware affect a computer system?
Ransomware locks files or the entire system and makes them unusable.
10. Why is it important to install antivirus software on a computer?
It is important because antivirus software protects the computer from viruses and data loss.
